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Provisioning and managing IaC
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The increasing role of deployment safety
A S  I A C  A U T H O R I N G  E V O L V E S ,  E N S U R I N G  S A F E  D E P L O Y M E N T S  I S  C R I T I C A L  

• As customers empower their development team to use different 
methods to author templates, the need for guardrails increases 

• Infrastructure-as-Code authoring is evolving with new layers of 
abstraction and the use of gen AI tools

• Increasing role of guardrails to force best practice configurations 
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Introduction to CloudFormation Hooks
S H I F T  L E F T  P R O A C T I V E  C O N T R O L S
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CloudFormation Hooks in the AWS Controls Narrative



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Use case #2: Prevent accidental operation impacts

Operational impacts often happen by making 

configuration mistakes. Prevent impacts by 

evaluating prior resource configurations 

against “to-be” configurations. 

Original template

Hook resultChange set
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Use case #3: Drive cost governance and best practices

CCOE and Cloud Cost Management 

professionals want to be notified when 

unnecessary spend occurs

Template Hook result
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New features 

Support for new use cases

Template Hook invocations – inspect an entire template 

Change set Hook invocations – surface violations early, and often

Cloud Control API Hook invocation – extend hooks beyond CloudFormation

Simplifying the developer experience

New console and onboarding workflows

Managed Hook for Guard

Managed Hook for invoking an AWS Lambda function

New CloudFormation resources to provision Guard/Lambda Hooks
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Let’s code!
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Thank you!
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Please complete the session 
survey in the mobile app

David Killmon

killmond@amazon.com 

Ben Perak

bperak@amazon.com 
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